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Fast development of cloud computing technologies has led to the
emergence of cloud-native architecture, which created both new
possibilities and challenges in the area of informatics, in particular
cybersecurity. Being a set of flexible and scalable cloud-native
technologies, such as containers, microservices, Kubernetes and
DevOps, cloud-native environments imply complex security risks,
such as data protection, network, identity and dynamic infrastructure
management. The purpose of this study is to investigate the evolution,
scientific structure and future research directions in cloud-native
security by means of bibliometric approach. Academic publications
were identified within relevant databases and analyzed by means of
VOSviewer software to uncover trends in publications, co-occurrence
of keywords, citation structures, authors' collaborations and
international scientific networks. The results show that cloud-native
security research started from basic issues, such as cloud computing,
network security, and container technologies to develop into more
sophisticated areas, such as DevSecOps, automation, artificial
intelligence, anomaly detection, intrusion detection and intelligent
cybersecurity systems. The analysis also indicates that the United
States has a dominant role in global research contributions, supported
by strong collaborations with countries such as India, the United
Kingdom, Italy, France, and South Korea. Highly cited studies
demonstrate that current research priorities focus on secure cloud
architectures, serverless computing, cloud-native observability,
container isolation, and autonomous security management. This study
provides a comprehensive understanding of the research landscape
and highlights future directions toward Al-driven security
frameworks, zero-trust architectures, and automated defense
mechanisms for resilient cloud-native ecosystems.
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1. INTRODUCTION

The fast development
computing technology has brought about a

radical change in the area of informatics,
making it possible to implement, operate and
scale up applications in an efficient and
flexible manner [1], [2]. Cloud-native

of cloud
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architecture has been introduced in order to
exploit cloud capabilities as opposed to
monolithic software architecture which had
been used earlier [3]. It is characterized by
microservices, containerization and
orchestration that ensure scalability, resilience
and agility. By abstracting infrastructure
management,  cloud-native  architecture
makes it possible for enterprises to
concentrate on innovation, application
performance and service delivery rather than
operations [4].

There are inherent security risks
posed by cloud-native systems that differ
greatly from those present in the conventional
IT systems. The cloud-native systems are
more dynamic than other systems because
they consist of ephemeral containers,
microservices, and serverless functions
communicating with each other through
distributed networks [5], [6]. All of these can
pose risks to the system, for example,
container risks, orchestration risks, and
identity and access management risks.
Distributed systems make it hard for the
system to be visible and monitored; therefore,
conventional security measures cannot be
effective.

Due to various cyber threats, such as
ransomware, data breaches, and supply chain
attacks, there is an increased need for effective
cloud-native security [7]. Companies are
under pressure from regulations to provide
data privacy and compliance with standards,
such as GDPR, HIPAA, and ISO/IEC 27001.
Apart from external threats, insider threats
and misconfigurations continue to be major
factors of cloud-native insecurity. With the
rapid adoption of cloud-native technologies
in areas, such as healthcare, banking, and e-
commerce, secure deployment and
maintenance have become a crucial part of
enterprise security management [8].

Although cloud-native security has
become increasingly crucial, the research field
in this domain lacks coherence. Some
researchers and  professionals  have
considered particular elements of security,
such as containerization, runtime threat
detection, and policy enforcement, but their
research lacks coherence as well [9].

Moreover, the speed of technological
advancement frequently leads to new
knowledge creation that surpasses the current
scholarly discourse about cloud-native
technologies. In other words, the gap between
practices and research in this field keeps on
growing. Bibliometric analysis can be a
helpful tool to determine the intellectual
structure and trends of the cloud-native
security body of knowledge.

There is a connection between
informatics and cloud-native  security
research that has been developed recently
because of the importance of using data-
driven methods, analytics and machine
learning approaches in detecting risks and
threats [10]. Using big datasets allows cloud-
native systems to incorporate security
analysis tools into the software development
process and implement preemptive measures
to counter threats. The interaction of
informatics and cloud-native security calls for
an awareness of recent trends, themes and
significant works within the field of research.

In spite of the growing usage of
cloud-native architectures and the increased
attention to security issues, the academic
literature is fragmented and does not
consolidate the available knowledge in sub-
disciplines like security,
orchestration security, and runtime security.
It makes the identification of important

container

trends, evaluation of methods, and
prioritization of further research problematic.
If there is no structure in the existing academic
literature, the important problems can be
overlooked and the best practices cannot be
adopted properly by all informatics
specialists. That is why there is a need for
conducting a bibliometric analysis in order to
identify the state of art in research, trends and
understudied fields in the field of cloud-
native security. The purpose of the research is
the bibliometric analysis of emerging research
in cloud-native security.

2. METHODS

The present research uses the
bibliometric analysis method to analyze the
state of research on cloud-native security in
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informatics. Bibliometric analysis allows for
systematic analysis of publication dynamics,
citation networks, and thematic trends, thus
providing a way to reveal the intellectual
structure of a research field [11]. Using
quantitative analysis of publication metadata
including  authors’ names, keywords,
affiliations, and citations, bibliometrics
provides a means to objectively analyze
scientific literature, identify influential
publications, and detect emerging research
areas. It is especially useful when researching
fast-developing fields such as cloud-native
security, which have a vast literature base
difficult to analyze using conventional
methods.

For the data collection process, the
Scopus database was used, since it indexes
peer-reviewed journals, conference papers,
and book chapters in informatics and
computer science. The following search query
terms were used in the search for documents:
“cloud-native,” “security,” “container
security,” “microservices,” “serverless
computing.” For the time frame, it was limited
t02015-2026, to obtain up-to-date data and the
most recent research articles. The inclusion
criteria were as follows: only the articles
published in English and written on cloud-
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native security within an informatics context,
and indexed either in peer-reviewed journals
or conference papers. Duplicates were
excluded, and then title, authors, abstract,
keywords, affiliation, year of publication, and
citations were exported for further analysis.

For the analysis of the processed
Scopus data, VOSviewer, a software
application developed for creating and
analyzing bibliometric networks, was used
[12]. With VOSviewer, one can conduct
analyses of co-authorship, co-citations, and
keywords co-occurrences to find the most
prominent authors, journals, organizations,
and research themes in the field of cloud-
native security. With the help of network
maps, one can visualize clusters of related
topics, collaboration among authors and
organizations, as well as changes in the
research focus over time. Thus, the research
methodology helps to give an overview of the
developing scholarly field of cloud-native
security.
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Figure 1. Network Visualization
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Source: Data Analysis Result, 2026

As can be seen in Figure 1, this figure
provides an overview of the intellectual
structure and thematic relationships in cloud-
native security informatics research. In the
network presented here, there are a number of
clusters connected to each other with different
colors denoting various major themes that
have been emerged through research in this
domain. In the network presented here, the
size of each node denotes the frequency of the
occurrence of the keyword while the lines
between nodes denote the strength of
relationships between keywords.

The cluster in red denotes the
dimension related to security and networking
in cloud-native research. The terms used as
keywords, namely network security, security,
cloud-native, cloud computing,
cryptography, network
architecture, and computer architecture, show
that the earliest studies done were centered on

microservice,

the need to secure cloud infrastructure. It
shows concerns related to the protection of
communication networks, creating secure
architecture, and maintaining confidentiality
and integrity in cloud infrastructure. There is
a clear link between cloud-native and network
security, which means that security issues are
part of architecture transition.

The blue group indicates the software
engineering and cloud-native development
environment. Key phrases such as containers,
Kubernetes, DevOps, DevSecOps,
automation, software architecture, and
runtimes emphasize the growing need for
securing software development processes in
cloud-native environments. The blue group
implies that there is a growing interest among
researchers in studying how security can be

integrated into the software lifecycle process
as opposed to being regarded as an
independent operation. The connection
between DevSecOps and other key phrases
emphasizes the growing implementation of
security automation and CI/CD process in
contemporary  cloud-native  application
development.

The green cluster stands for advanced
cloud security management and distributed
computing. Such keywords as cloud security,
cloud environments, cloud platforms,
distributed cloud, cloud services, distributed
database systems, and data privacy signify
research dedicated to securing cloud
ecosystems from an organizational and
infrastructural point of view. In this way, the
green cluster deals with issues related to
multi-cloud and distributed environments,
such as privacy protection, security of data
management, and resistance to cyber attacks.
There is no doubt about the close relationship
between cloud security and cloud computing
as security is always considered when
discussing scalable cloud solutions.

The vyellow cluster highlights
emerging intelligent security approaches and
future research directions. Keywords such as
cybersecurity, anomaly detection, learning
systems, intrusion detection, real-time, and
computer crime demonstrate the increasing
integration of artificial intelligence and
machine learning techniques into cloud-
native security mechanisms. This indicates a
shift from traditional rule-based security
approaches toward adaptive and predictive
security solutions capable of identifying
complex threats in dynamic cloud
environments.
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Figure 2. Overlay Visualization
Source: Data Analysis Result, 2026

Temporal evolution of cloud-native
security research in informatics is presented
in Figure 2 below. The color coding here
denotes the average year of publication for the
keywords used, whereby the darker the blue,
the earlier the topic was researched, while the
lighter yellow color shows the relatively
newer research topics. From the visual
representation, it is clear that the earlier topics
include cloud-native, containers, Kubernetes,

microservice, network architecture, and
network security.
Emerging research trends are

highlighted in the form of yellow colored
keywords such as cloud security, cloud
securities, DevSecOps, automation,
cybersecurity, learning systems, anomaly
detection, and intrusion detection. These
emerging research themes show a move from
the conventional infrastructure-based
protection approach towards the use of
advanced security mechanisms that are

intelligent and automated. The rising
popularity of DevSecOps and automation
shows that the contemporary research is
focused on incorporating security techniques
in the development processes of software
systems.

It can be seen from the results of the
overlay analysis that cloud-native security has
evolved from architecture-centric research to
cutting-edge intelligent security solutions.
Previous studies focused on cloud
architecture security and container security,
whereas latest studies increasingly cover
topics such as Al/machine learning based
threat detection, real-time monitoring, and
automated security. This shows that the
future of cloud-native security will likely

consist of researching how to integrate cloud-

native  architectures with  Al-powered
cybersecurity  solutions and zero-trust
methodologies.
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The research topic concentration and
intensities in the field of cloud-native security
in informatics are shown in Figure 3 above. In
this case, the intensity of color shows how
frequent and significant the keywords are,
where more brightly colored areas mean the
keywords have more research density. The
most notable areas in the map are those that
revolve around cloud security, network
security, and cloud computing, thus showing
that these keywords are what make up the
primary research discussion. The
visualization further emphasizes some of the

developing interconnected themes like
cybersecurity, anomaly detection, learning
systems, DevSecOps, automation, containers,
and Kubernetes. Such topics reveal the rising
trend of research on the combination of
intelligent solutions and automation in cloud
security frameworks. The high density of
connections  between cloud security,
cybersecurity, and anomaly detection reveals
that the recent research has been focused
more on threat detection and automated
solutions.
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Figure 4. Author Visualization
Source: Data Analysis Result, 2026

Figure 4 shows the relationship and
cooperation between authors in the field of
cloud-native security in informatics. There are
multiple clusters, colored differently, which
represent the groups of authors cooperating
or working within similar research topics. The
largest group, marked red, includes the
following authors: Felber, Pascal; Fetzer,
Christof;, Pautasso, Cesare; Prado, Charles;
Fonseca, Keiko. This group can be seen as a
very well-cooperated one, working on topics
of distributed systems, cloud architectures,
and secure software environment. The blue
group includes such authors as Kretzis,
Aristotelis; Kokkino, Panagiotis; Nanos,

Anastasios; and Lucani, Daniel E. It is another
research group having relatively independent
cooperation with other members of the group.
The green group, including such authors as
Majumdar, Suryadipta; Pourzandi, Makan;
Jarraya, Yosr; and Wang, Lingyu, can be seen
as another cooperation network, focused
more specifically on cybersecurity, cloud
security mechanisms, and privacy issues.
Links between the clusters, especially with
such influential authors as Brito, Andrey, and
Ponte, David, represent the knowledge
exchange between different research
communities.
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The geographical distribution and
collaboration of research contributors in
cloud-native security in informatics are
presented in Figure 5 below. As can be seen,
collaboration in research in this field takes
place mainly in the United States, with cities
like Austin, Boston, NJ (New Jersey), and TX
(Texas) being the connected nodes. This
country emerges as the major hub for
collaboration in this field of study and

research, which shows considerable
contributions made by American scientists.
The connections between these nodes show
how cooperation among research groups
takes place in different geographical areas.
Furthermore, the University of the
Cumberland also emerges as one of the
connected nodes, showing contributions
made by other universities too.
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Source: Data Analysis Result, 2026

The global research collaboration
trend in the area of cloud-native security in
informatics is presented in Figure 6. The
network shows that the United States is the
largest and most influential country in
contributing to the research area since it has
the biggest node and is connected to many
other countries through several links. This
implies that the country has a lead position in
the research collaboration process in the field
of cloud-native security. Other countries
contributing to the research area include
India, the United Kingdom, Italy, France, and
South Korea.

3.3 Citation Analysis

The map indicates the presence of a
number of collaboration clusters in different
regions. European countries such as the
United Kingdom, Italy, France, Denmark,
Austria, Poland, and Finland make up a well-
connected cluster, which is indicative of
intense research collaboration among the
Europeans on matters pertaining to
cybersecurity, cloud computing, and
distributed systems. On the other hand, Asian
researchers from India, South Korea, Jordan,
Singapore, and the United Arab Emirates
have increasingly been engaging in
collaboration in their research work
concerning cloud security applications.

Table 1. Top Cited Research

Citations | Authors and year Title

Performance evaluation metrics for cloud, fog and edge

265 [13] computing: A review, taxonomy, benchmarks and standards for
future research

202 [14] Cloud-Native Applications
The Serverless Computing Survey: A Technical Primer for Design

178 [15] .
Architecture

103 [16] Iot Forensics: Challenges for the Ioa Era

102 [17] X-Contain.ers: Breaking DO\./VII Barrie.rs to Improve Performance
and Isolation of Cloud-Native Containers
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Citations | Authors and year Title
7 (18] Disrupting healthcare silos: Addressing data volume, velocity and
variety with a cloud-native healthcare data ingestion service
61 [19] Security in Cloud-Native Services: A Survey
E-BPF: A New Approach to Cloud-Native Observability,
61 [20] Networking and Security for Current (5G) and Future Mobile
Networks (6G and Beyond)
Spatially Explicit Seagrass Extent Mapping Across the Entire
61 [21] .
Mediterranean
61 [22] TeraFlow: Secured autonomic traffic management for a tera of
SDN flows

Source: Scopus, 2026

In Table 1 are listed some of the
highest cited works that have contributed to
the creation of cloud-native security and
general cloud computing. The most
influential article in terms of citation numbers
is [13] with 265 citations and its subject
concerns the metrics of the performance
evaluation of cloud, fog, and edge computing
which  proves the  significance  of
benchmarking and evaluation of distributed
computing systems. The second article in the
list, [14], which is cited 202 times, touches
upon the topic of cloud-native applications
and gives the basic knowledge of cloud-native
architecture and its differences from
traditional cloud systems. The third in the list
is research conducted by [15] on the topic of
serverless computing which has 178 citations
and shows the relevance of serverless
architectures as an important part of cloud-
native ecosystem. Other cited researches
concern such topics as IoT forensics, cloud-
native container isolation, cloud-native data
management for healthcare, and secure
network management. In particular, such
articles as [19] on cloud-native security and
[23] on eBPF-based cloud-native observability
and security show the trend towards
enhancing security mechanisms.

4. CONCLUSION

The results of this bibliometric study
offer a complete review of the evolution,
intellectual structure, and research trends
related to cloud-native security in informatics.
The results show that cloud-native security
has evolved into a growing area of research
due to the growing application of cloud
computing, technology,
microservices, and distributed computing.
The keyword analysis suggests that initial
research has been mainly concerned with the
protection of cloud infrastructure, network
security, containerization, and cloud-native
architectures, but the current research is
oriented towards more advanced
methodologies in the form of DevSecOps,
automation, threat detection through artificial
intelligence, anomaly  detection, and
intelligent cybersecurity systems. Research
collaboration shows that research efforts are
widely distributed across the globe, with the
United States being the most active
participant in the process, followed by other
nations like India, the United Kingdom, Italy,
and others. Most-cited publications prove that
the area has evolved from cloud performance
and architectural studies to more specific

container

areas such as serverless computing, cloud-
native secure services, container isolation,
observability, and autonomous security
management.
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