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 The advancement of digital technology has significantly transformed 

the nature of criminal activities and the methods used in law 

enforcement, particularly through the increasing reliance on electronic 

evidence. This study aims to analyze the application of the principle of 

due process of law in arrests and detentions based on electronic 

evidence within criminal proceedings. Using a normative legal 

research approach, this study examines statutory regulations, legal 

doctrines, and relevant scholarly literature to evaluate whether current 

legal frameworks adequately protect individual rights. The results 

indicate that although electronic evidence has been formally 

recognized as valid legal evidence, its use as the basis for arrest and 

detention presents significant challenges. The absence of clear technical 

and procedural standards, particularly in determining “sufficient 

preliminary evidence,” may lead to inconsistencies and potential 

violations of due process. Issues related to authenticity, integrity, chain 

of custody, and technical validation of electronic evidence further 

complicate its reliability. Moreover, the complexity of digital evidence 

creates an imbalance between law enforcement authorities and 

suspects, limiting the latter’s ability to effectively challenge such 

evidence. This study concludes that the application of due process of 

law in cases involving electronic evidence remains inadequate due to 

gaps in the regulatory framework and limited institutional capacity. 

Therefore, it is necessary to strengthen legal standards, enhance 

judicial oversight, and develop technical guidelines to ensure that the 

use of electronic evidence aligns with fundamental principles of justice 

and human rights. This research contributes to the development of 

criminal law by providing a normative evaluation of the intersection 

between technological advancements and procedural safeguards. 
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1. INTRODUCTION 

The rapid development of 

information and communication technology 

has fundamentally transformed the landscape 

of criminal activities and law enforcement 

mechanisms. In the digital era, crimes are 

increasingly committed through electronic 

systems, leaving behind digital traces such as 

emails, chat logs, metadata, and other forms 

of electronic evidence. Consequently, law 

enforcement authorities have adapted by 
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relying more heavily on such evidence to 

investigate, arrest, and detain suspects. This 

transformation has improved the 

effectiveness and efficiency of criminal justice 

processes, particularly through the 

integration of digital forensics to validate 

electronic evidence and ensure its integrity 

[1]. However, it also raises critical concerns 

regarding the protection of individual rights, 

as legal frameworks must continuously adapt 

to ensure that investigative practices remain 

aligned with due process standards [2]. 

The principle of due process of law 

remains a cornerstone of modern legal 

systems, guaranteeing fairness, legality, and 

fundamental safeguards such as the 

presumption of innocence, the right to legal 

counsel, and protection against arbitrary 

detention. In practice, due process functions 

as a balancing mechanism between state 

authority and individual rights, particularly 

in criminal proceedings. Nevertheless, the 

growing reliance on electronic evidence 

introduces significant challenges, including 

the risk of unlawful surveillance, coercive 

evidence collection, and inconsistencies in 

digital forensic standards that may 

undermine legal certainty [1], [2]. 

Furthermore, the emergence of advanced 

technologies such as artificial intelligence 

complicates this balance, requiring adaptive 

legal strategies to ensure that law enforcement 

effectiveness does not come at the expense of 

civil liberties [3]–[5]. 

In many jurisdictions, including 

Indonesia, the legal recognition of electronic 

evidence has been formally established 

through statutory regulations, where 

electronic information and documents are 

considered valid legal proof as long as they 

meet the requirements of authenticity, 

integrity, and reliability. This recognition has 

significantly transformed the evidentiary 

landscape; however, it also raises concerns 

regarding the extent to which electronic 

evidence alone can justify the deprivation of 

individual liberty. The abstract and technical 

nature of digital evidence often makes it 

difficult for suspects and even legal 

practitioners to fully understand or challenge 

its validity, thereby increasing the risk of 

misuse or overreliance without adequate 

procedural safeguards. These challenges are 

further exacerbated by issues in validating 

electronic evidence, such as the lack of 

standardized digital forensic procedures and 

weaknesses in maintaining the chain of 

custody, which may undermine legal 

certainty [1], [6]. Additionally, the ambiguity 

in judicial interpretation of what constitutes 

“sufficient preliminary evidence” complicates 

the application of electronic evidence in 

criminal proceedings [7]. 

Furthermore, the use of electronic 

evidence raises serious implications for the 

principle of due process of law, particularly 

when it becomes the primary basis for arrest 

and detention. The risk of misuse is evident in 

situations where individuals are subjected to 

coercive measures based on insufficiently 

verified digital data, highlighting the danger 

of overreliance on such evidence [8]. This 

problem is compounded by gaps in the legal 

framework, especially within the Indonesian 

Criminal Procedure Code (KUHAP), which 

has yet to fully accommodate the complexities 

of electronic evidence and its procedural 

safeguards [9]. Moreover, determining the 

fulfillment of “sufficient preliminary 

evidence” becomes increasingly complex in 

the context of digital data, where risks such as 

data manipulation, unauthorized access, and 

the use of non-standardized forensic tools can 

compromise reliability. In practice, these 

issues have led to instances of arrest or 

detention based primarily on electronic 

evidence that has not undergone rigorous 

verification, thereby raising serious concerns 

about potential violations of due process 

rights. 

This situation underscores the urgent 

need to critically examine the application of 

due process of law in the use of electronic 

evidence within criminal proceedings. A 

normative legal analysis is particularly 

relevant in this context, as it enables a 

systematic evaluation of existing laws, legal 

principles, and doctrinal interpretations 

governing arrests and detentions. By 

analyzing statutory provisions, legal 

doctrines, and judicial practices, this study 

seeks to identify gaps, inconsistencies, and 
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potential areas of reform to ensure that the use 

of electronic evidence remains aligned with 

fundamental principles of justice. 

The objective of this research is to 

analyze how the principle of due process of 

law is applied in arrests and detentions based 

on electronic evidence, while also assessing 

whether current legal frameworks provide 

adequate protection against arbitrary or 

unjust deprivation of liberty. Furthermore, 

this study aims to contribute to legal 

discourse by offering recommendations to 

strengthen procedural safeguards and 

enhance the reliability and accountability of 

electronic evidence in criminal law 

enforcement. Ultimately, the integration of 

technological advancements into the criminal 

justice system must not come at the expense 

of fundamental rights, as maintaining due 

process is essential to uphold the rule of law, 

preserve public trust, and prevent potential 

abuses of power in the digital age. 

 

2. LITERATURE REVIEW 

2.1 Concept of Due Process of Law 

The principle of due process 

of law is a fundamental doctrine 

in modern legal systems, 

particularly in criminal justice, 

requiring the state to respect 

individual rights and ensure that 

any deprivation of life, liberty, or 

property is carried out in 

accordance with established 

legal procedures. Rooted in 

historical developments such as 

the Magna Carta of 1215, which 

symbolized limitations on state 

authority [10], and further 

shaped by modern 

jurisprudence, including 

interpretations by courts that 

influence various legal systems 

[11], due process encompasses 

both procedural and substantive 

dimensions. Procedural due 

process emphasizes fair and 

transparent legal procedures, 

ensuring that arrests and 

detentions are based on lawful 

authority and sufficient 

evidence, with safeguards such 

as the presumption of innocence, 

the right to legal counsel, and 

protection against arbitrary 

arrest [12], [13]. Meanwhile, 

substantive due process focuses 

on the fairness and 

reasonableness of laws 

themselves, preventing unjust 

infringement on fundamental 

rights and extending protection 

across various aspects of 

individual freedoms [14]. 

Together, these dimensions 

function as critical mechanisms 

to limit excessive state power, 

uphold accountability, and 

maintain the legitimacy and 

integrity of the criminal justice 

system. 

2.2 Arrest and Detention in 

Criminal Procedure 

Arrest and detention are 

coercive measures that directly 

affect an individual’s liberty, 

making them highly sensitive 

within the framework of due 

process. In criminal procedure, 

these actions are generally 

justified when there is sufficient 

preliminary or prima facie 

evidence indicating that a person 

has committed a crime, although 

the interpretation of “sufficient 

evidence” varies across 

jurisdictions, often leading to 

inconsistencies and potential 

violations of individual rights. 

Legal scholars emphasize that 

arrest should not be used 

arbitrarily or as a form of 

punishment, but rather as a 

necessary step in the 

investigation process, while 

detention must be subject to 

strict limitations, including time 

constraints, judicial oversight, 

and periodic review. 

International legal frameworks 

such as the International 
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Covenant on Civil and Political 

Rights (ICCPR) highlight 

principles of legality, necessity, 

and proportionality, yet in some 

jurisdictions, including 

Indonesia, subjective detention 

criteria and unclear boundaries 

contribute to legal uncertainty 

[15]. Similarly, instruments like 

the European Convention on 

Human Rights and English 

common law stress the 

importance of judicial control to 

prevent arbitrariness and uphold 

the rule of law [16]. Pretrial 

procedures serve as essential 

safeguards to test the legality of 

arrest and detention, although 

their effectiveness varies and 

often requires stronger 

institutional frameworks, 

standardized guidelines, and 

judicial integrity to function 

optimally [17], [18]. Ultimately, 

the absence of clear standards 

and the persistence of formalistic 

legal approaches can undermine 

substantive justice, underscoring 

the need for legal frameworks 

that ensure clarity, 

accountability, proportionality, 

and alignment with human 

rights principles [18], [19]. 

2.3 Electronic Evidence in Criminal 

Law 

The emergence of electronic 

evidence has significantly 

transformed the evidentiary 

landscape of criminal law, 

encompassing digital 

information such as emails, 

messages, social media content, 

metadata, mobile data, and 

surveillance footage that can be 

used as legal proof [20]. While 

widely recognized across 

jurisdictions, electronic evidence 

presents unique challenges due 

to its intangible nature, 

vulnerability to tampering, and 

the need for specialized expertise 

to assess its authenticity, 

integrity, and reliability, 

including the importance of 

maintaining a proper chain of 

custody [21]. Ensuring its 

validity requires strict digital 

forensic procedures such as 

proper acquisition, preservation, 

analysis, and presentation yet 

the lack of standardized 

procedures often leads to 

inconsistencies in judicial 

assessments and threatens legal 

certainty [1], [22]. Furthermore, 

the transnational character of 

digital data introduces 

additional complexities related 

to jurisdiction and cross-border 

access, thereby necessitating 

comprehensive legal 

frameworks and stronger 

international cooperation to 

harmonize legal standards and 

ensure the admissibility and 

reliability of electronic evidence 

across different jurisdictions 

[20], [23]. 

2.4 Due Process and the Use of 

Electronic Evidence 

The intersection between due 

process and electronic evidence 

has become a central issue in 

contemporary legal discourse, as 

the growing reliance on digital 

data in criminal investigations 

raises concerns about the 

potential erosion of fundamental 

safeguards. While electronic 

evidence enhances the 

effectiveness of law enforcement, 

its use must remain aligned with 

principles of legality and 

fairness, particularly in the 

context of arrest and detention. A 

key concern is the risk of 

overreliance on electronic data 

that may be unlawfully obtained, 

manipulated, or misinterpreted, 

potentially leading to wrongful 

actions and creating imbalances 

between prosecution and 



West Science Law and Human Rights                                                                                                  192 

  

Vol. 4, No. 03, July 2026, pp. 188~198 

defense due to its technical 

complexity [5], [24]. The 

authenticity and integrity of such 

evidence depend heavily on 

proper collection methods and a 

clear chain of custody to prevent 

tampering and ensure 

admissibility in court [20], [21]. 

Additionally, jurisdictional 

challenges and the transnational 

nature of digital data further 

complicate its use, necessitating 

stronger international 

cooperation and harmonized 

legal standards [20]. Therefore, 

scholars emphasize the need for 

stricter procedural safeguards, 

including lawful acquisition, 

standardized forensic practices, 

enhanced training for legal 

actors, and robust judicial 

oversight, to ensure that 

electronic evidence is applied 

responsibly and in full 

compliance with due process 

principles [1], [21] 

2.5 Research Gap 

Although numerous studies 

have discussed due process and 

electronic evidence separately, 

there is still a lack of 

comprehensive analysis focusing 

specifically on the use of 

electronic evidence as the basis 

for arrest and detention. Existing 

literature often emphasizes the 

admissibility of electronic 

evidence in court, but less 

attention is given to its role in the 

early stages of criminal 

proceedings, where decisions 

about arrest and detention are 

made. This gap highlights the 

need for further research to 

explore how due process 

principles can be effectively 

applied in the context of 

electronic evidence. By 

addressing this issue, the present 

study contributes to the 

development of a more balanced 

and accountable criminal justice 

system that integrates 

technological advancements 

while safeguarding fundamental 

rights. 

 

3. METHODS 

3.1 Research Approach 

This study employs a normative legal 

research approach, also known as doctrinal 

research, which focuses on examining legal 

norms, principles, and doctrines governing 

the application of due process of law in arrests 

and detentions based on electronic evidence. 

This approach analyzes laws as articulated in 

statutes, regulations, and legal literature 

rather than empirical societal behavior, 

making it suitable for evaluating the 

adequacy and consistency of existing legal 

frameworks. Through this method, the study 

aims to assess whether the use of electronic 

evidence as a basis for arrest and detention 

aligns with the principle of due process of law 

and ensures the protection of fundamental 

rights. 

 

3.2 Type of Research 

This research is classified as 

descriptive-analytical legal research. It is 

descriptive because it systematically describes 

the legal rules and principles related to due 

process, arrest and detention procedures, and 

the admissibility of electronic evidence. It is 

analytical because it critically evaluates these 

legal provisions to identify inconsistencies, 

ambiguities, and potential gaps in their 

implementation. The analytical aspect is 

particularly important in examining how the 

concept of “sufficient preliminary evidence” 

is interpreted when electronic evidence is 

used, and whether such interpretations meet 

the standards required by due process of law. 

 

3.3 Legal Materials 

The study utilizes three categories of 

legal materials essential in normative legal 

research, namely primary, secondary, and 

tertiary legal materials. Primary legal 

materials consist of binding sources such as 

statutory regulations governing criminal 
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procedure, arrest and detention, laws 

regulating electronic evidence, relevant 

constitutional provisions on human rights 

and due process, and judicial decisions 

related to electronic evidence in criminal 

cases. Secondary legal materials include legal 

textbooks, scholarly articles, research 

journals, academic publications, expert 

opinions, and legal commentaries that 

support the interpretation and analysis of 

primary sources. Meanwhile, tertiary legal 

materials comprise legal dictionaries, 

encyclopedias, and other reference sources 

that provide clarification of legal terms and 

concepts relevant to the study. 

 

3.4 Data Collection Techniques 

The data collection method used in 

this research is library research. This involves 

systematically collecting legal materials from 

various sources such as legislation, official 

documents, academic journals, books, and 

online legal databases. Library research is 

appropriate for normative legal studies 

because it enables the researcher to 

comprehensively examine legal norms and 

doctrines without relying on field data. The 

collected materials are then organized and 

categorized according to the research 

objectives. 

 

3.5 Data Analysis Technique 

The analysis of legal materials in this 

study is conducted using a qualitative 

juridical analysis method, which involves 

interpreting and examining legal norms, 

principles, and doctrines to produce logical 

and systematic conclusions. The analysis is 

carried out through several stages, including 

the identification of legal issues related to the 

use of electronic evidence in arrest and 

detention, interpretation of legal norms such 

as statutory provisions and due process 

principles, and systematization of legal 

materials by organizing relevant laws and 

theories into a coherent framework. 

Furthermore, evaluation and argumentation 

are applied to assess whether current legal 

practices align with the principle of due 

process of law, enabling a critical examination 

of the relationship between electronic 

evidence and procedural safeguards in 

criminal law. 

To strengthen the analysis, this 

research applies several legal approaches, 

namely the statutory approach, conceptual 

approach, and case approach. The statutory 

approach focuses on examining laws and 

regulations related to criminal procedure and 

electronic evidence to understand their 

normative substance. The conceptual 

approach analyzes key legal concepts such as 

due process of law, sufficient evidence, and 

legal certainty based on doctrines and 

scholarly perspectives. Meanwhile, the case 

approach involves reviewing relevant court 

decisions to understand how these legal 

principles are applied in practice, particularly 

in cases involving the use of electronic 

evidence. 

 

4. RESULTS AND DISCUSSION 

4.1 Legal Recognition of Electronic 

Evidence in Criminal 

Proceedings 

The development of digital 

technology has prompted legal systems to 

formally recognize electronic evidence as a 

valid means of proof in criminal proceedings, 

including in Indonesia, where electronic 

information and documents are accepted as 

legal evidence provided they meet 

requirements of authenticity, integrity, and 

reliability. This recognition reflects the 

necessity of adapting legal frameworks to 

contemporary forms of crime, particularly 

cybercrime and technology-assisted offenses. 

In Indonesia, the legal basis for such 

recognition is established through the 

Electronic Information and Transactions (ITE) 

Law, which explicitly acknowledges 

electronic documents as admissible evidence 

in court, including their printouts, as long as 

they comply with applicable legal standards 

[6], [25], [26]. 

However, despite this formal 

recognition, significant challenges remain in 

the implementation of electronic evidence, 

particularly in terms of technical verification 

and judicial interpretation. The absence of 

detailed procedural guidelines often leads to 
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inconsistencies in how electronic evidence is 

assessed, highlighting the urgent need for 

integrating digital forensic practices into the 

legal system [7]. Digital forensics plays a 

crucial role in ensuring the authenticity and 

integrity of electronic evidence, with expert 

testimony frequently required to validate its 

reliability in court [6], [8]. At the same time, 

the reliance on technological processes makes 

electronic evidence more vulnerable to 

manipulation, unauthorized access, and 

misinterpretation compared to conventional 

forms of proof. 

From a normative perspective, the 

inclusion of electronic evidence significantly 

expands the evidentiary tools available to law 

enforcement, enabling investigators to utilize 

digital traces such as emails, chat logs, 

transaction records, and metadata to establish 

criminal elements. Nevertheless, the findings 

indicate that although the legal system has 

formally accepted electronic evidence, there 

remains a lack of comprehensive procedural 

standards governing its collection, 

verification, and use especially at early stages 

such as arrest and detention. This gap creates 

potential risks in ensuring that electronic 

evidence is applied consistently with the 

principle of due process of law, thereby 

underscoring the need for clearer regulations 

and stronger procedural safeguards. 

 

4.2 The Concept of Sufficient 

Preliminary Evidence Based on 

Electronic Data 

A crucial requirement for arrest and 

detention in criminal law is the existence of 

“sufficient preliminary evidence,” which has 

traditionally been interpreted based on 

tangible and testimonial forms of proof. 

However, the increasing reliance on electronic 

evidence challenges this conventional 

understanding, as digital data introduces 

complexities that require rigorous validation 

processes to ensure authenticity and 

reliability. Digital evidence has become 

essential in modern criminal proceedings, 

particularly in cases involving cybercrime and 

fraud, and courts are increasingly willing to 

accept such evidence provided it complies 

with established legal and forensic standards 

[21], [27]. In addition, regulatory 

developments, such as those introduced in the 

European Union, aim to facilitate the 

acquisition and use of electronic evidence, 

further highlighting its growing importance 

in legal practice (Matis, 2024)[23]. 

Despite its significance, electronic 

evidence presents substantial challenges 

related to authenticity and reliability, 

including issues of data integrity, chain of 

custody, and the potential for manipulation or 

tampering [8], [21]. The lack of standardized 

procedures for digital forensics further 

complicates its assessment, often resulting in 

inconsistencies in judicial evaluation and 

threatening legal certainty [1]. Consequently, 

legal systems are under pressure to adapt by 

incorporating more robust frameworks and 

forensic protocols to ensure that electronic 

evidence meets the necessary standards of 

admissibility and reliability [1], [8]. 

The findings of this study indicate 

that the interpretation of sufficient 

preliminary evidence becomes increasingly 

complex when based on electronic data, as 

such evidence requires careful technical 

validation before it can be deemed credible. In 

practice, however, law enforcement 

authorities may rely on electronic evidence 

without comprehensive verification due to 

time constraints or limited technical capacity, 

raising concerns about its misuse as the sole or 

primary basis for arrest and detention. The 

absence of clear legal benchmarks for 

evaluating electronic evidence at the 

preliminary stage exacerbates this issue. From 

a due process perspective, sufficient evidence 

must not only exist but also be reliable and 

obtained through lawful means; therefore, the 

use of electronic evidence must be 

accompanied by strict procedural safeguards 

to ensure compliance with fundamental legal 

standards. 

 

4.3 Application of Due Process of 

Law in Arrest and Detention 

The principle of due process of law 

requires that any restriction of individual 

liberty, including arrest and detention, be 

carried out in accordance with fair and lawful 

procedures, encompassing legal 
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authorization, sufficient evidence, 

transparency, and the protection of suspects’ 

rights. This principle is reinforced in 

international legal instruments such as the 

European Convention on Human Rights, 

which emphasizes the right to liberty and 

procedural fairness [28], as well as through 

judicial control mechanisms aimed at 

preventing arbitrary detention, as upheld by 

the European Court of Human Rights [16]. 

However, the increasing reliance on electronic 

evidence in criminal proceedings often lacks 

sufficient scrutiny, raising concerns about the 

adequacy of existing legal frameworks in 

safeguarding fundamental rights. 

The findings of this study reveal that 

although legal frameworks formally uphold 

due process principles, their application in 

cases involving electronic evidence is not 

always consistent. In practice, arrests and 

detentions may be carried out based primarily 

on electronic data without adequate 

validation, increasing the risk of wrongful 

detention [17]. The effectiveness of pretrial 

procedures in reviewing the legality of such 

actions also varies across jurisdictions and 

often lacks robust institutional support [17]. 

This situation poses serious implications for 

individual rights, particularly the erosion of 

the presumption of innocence and the 

potential for unjust detention due to 

overreliance on unverified digital evidence 

[29]. 

Furthermore, the technical nature of 

electronic evidence creates an imbalance 

between law enforcement authorities and 

suspects, as individuals may lack the 

expertise or resources to challenge complex 

digital data effectively. This limitation 

restricts the exercise of procedural rights and 

highlights the need for greater transparency, 

access to independent expertise, and stronger 

procedural safeguards. Judicial oversight 

remains a crucial mechanism for ensuring due 

process; however, courts themselves may face 

difficulties in assessing electronic evidence 

due to its technical complexity, which can 

weaken the effectiveness of judicial review as 

a safeguard against potential abuses. 

 

4.4 Challenges in Ensuring the 

Reliability of Electronic 

Evidence 

One of the key findings of this 

research is the significant challenge in 

ensuring the reliability of electronic evidence, 

particularly in relation to data authenticity, 

data integrity, chain of custody, and the need 

for specialized technical expertise in digital 

forensics. Determining whether electronic 

data is genuine and free from alteration, 

ensuring that it remains unchanged from 

collection to courtroom presentation, and 

maintaining a clear, documented chain of 

custody are critical requirements that are 

often difficult to guarantee. These challenges 

directly affect the application of due process, 

as unreliable or improperly handled 

electronic evidence may render any arrest or 

detention based on it unlawful, especially in 

the absence of standardized procedures for 

handling digital evidence. 

Furthermore, the risks associated 

with cyber manipulation, hacking, and 

unauthorized data access raise serious 

concerns about the credibility of electronic 

evidence in criminal proceedings. Without 

robust procedural and technical safeguards, 

there is a substantial risk that individuals may 

be wrongfully accused or detained based on 

compromised or tampered data. This 

highlights the urgent need for stronger legal 

standards and forensic protocols to ensure 

that electronic evidence is both reliable and 

consistent with the principles of due process 

of law. 

 

4.5 Normative Evaluation of Legal 

Frameworks 

From a normative legal perspective, 

the current legal framework provides a 

general basis for recognizing electronic 

evidence but lacks detailed provisions 

governing its use in coercive measures such as 

arrest and detention, creating a gap between 

legal recognition and practical 

implementation. The analysis indicates that 

existing regulations tend to focus primarily on 

the admissibility of electronic evidence in 

court rather than its role in the preliminary 

stages of criminal proceedings. Consequently, 
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there is insufficient guidance on how 

electronic evidence should be evaluated 

before being used to justify arrest or 

detention, which may lead to inconsistencies 

and potential risks to due process. 

This gap highlights the urgent need 

for clearer and more comprehensive legal 

standards, including specific criteria for 

determining the sufficiency of electronic 

evidence, mandatory forensic verification 

procedures, clear guidelines on lawful data 

acquisition, and strengthened judicial 

oversight mechanisms. By reinforcing these 

aspects, the legal system can better ensure that 

the use of electronic evidence aligns with due 

process principles, enhances legal certainty, 

and protects individuals from arbitrary or 

unjust actions. 

 

4.6 Implications for Legal Reform 

and Practice 

The findings of this study have 

significant implications for both legal reform 

and law enforcement practice. There is a clear 

need to develop comprehensive regulations 

that specifically address the use of electronic 

evidence in arrests and detentions, integrating 

both legal and technical standards to ensure 

reliability and accountability. In addition, 

capacity building for law enforcement and 

judicial institutions is essential, including 

training in digital forensics, a deeper 

understanding of electronic evidence, and 

stronger awareness of due process 

requirements. Without such capacity, the risk 

of misinterpretation or misuse of electronic 

evidence remains high. 

Furthermore, the role of independent 

experts should be strengthened to provide 

objective and professional assessments of 

electronic evidence, thereby helping to 

balance the position between prosecution and 

defense and ensuring fairer legal proceedings. 

Ultimately, public trust in the criminal justice 

system depends on the consistent and 

transparent application of due process. 

Ensuring that electronic evidence is used 

responsibly, accurately, and in accordance 

with legal standards is crucial to maintaining 

this trust in the digital era. 

 

5. CONCLUSION 

This study demonstrates that the 

integration of electronic evidence into 

criminal proceedings presents both 

opportunities and challenges for the 

application of due process of law. While 

electronic evidence enhances the effectiveness 

of law enforcement in addressing modern 

crimes, its use as a basis for arrest and 

detention must be carefully regulated to 

prevent violations of fundamental rights. The 

findings indicate that existing legal 

frameworks have not fully accommodated the 

complexities of electronic evidence, 

particularly at the preliminary stages of 

criminal proceedings. The absence of clear 

standards for determining sufficient evidence, 

combined with technical challenges in 

verifying digital data and imbalances in 

technical knowledge between law 

enforcement and suspects, creates a risk of 

arbitrary or unjustified arrests and detentions, 

thereby undermining fairness in the legal 

process. 

To address these challenges, it is 

essential to strengthen the legal and 

institutional frameworks governing electronic 

evidence by establishing clear procedural 

standards, enhancing the capacity of law 

enforcement and judicial institutions, and 

ensuring effective oversight mechanisms. 

Such improvements would enable the 

criminal justice system to better balance the 

demands of effective law enforcement with 

the protection of individual rights. 

Ultimately, the principle of due process of law 

must remain a central foundation in the use of 

electronic evidence, ensuring that 

technological advancements are utilized to 

support justice without compromising 

fundamental legal protections. 
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