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ABSTRACT  

The rapid transformation of digital infrastructures, cloud computing adoption, Internet of Things (IoT) 

expansion, and increasing cyber threats have accelerated the need for advanced cybersecurity approaches 

beyond traditional perimeter-based defense mechanisms. Zero Trust Security has emerged as a strategic 

security paradigm that emphasizes continuous verification, identity-based access control, and adaptive 

protection across modern computer networks. This study aims to analyze the evolution, intellectual structure, 

and emerging research trends of Zero Trust Security through a bibliometric mapping approach. Data were 

collected from a scientific database and analyzed using bibliometric techniques, including performance 

analysis, keyword co-occurrence analysis, citation analysis, co-authorship analysis, institutional collaboration 

analysis, and country collaboration mapping using VOSviewer. The findings reveal that Zero Trust Security 

research has experienced significant development, with network security, cybersecurity, and Zero Trust 

Architecture emerging as central research themes. Influential studies highlight the importance of 

authentication mechanisms, intrusion detection systems, blockchain integration, and secure architectures for 

cloud, 5G, and IoT environments. The thematic evolution indicates a shift from foundational security 

mechanisms toward intelligent and adaptive solutions involving machine learning, deep learning, federated 

learning, and privacy-preserving technologies. Collaboration analysis shows that research contributions are 

dominated by countries such as the United States, India, and China, while global cooperation continues to 

expand. This study contributes to the cybersecurity literature by providing a comprehensive overview of Zero 

Trust Security development and identifying future research directions toward intelligent, scalable, and 

resilient security frameworks for next-generation computer networks. 
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1. INTRODUCTION 

The exponential growth of digital technologies and the widespread adoption of cloud 

computing, remote work, and Internet of Things (IoT) devices have fundamentally transformed 

modern network architectures [1]. Traditional perimeter-based security models, which rely on the 

assumption that internal networks are inherently trustworthy, are increasingly inadequate in 

addressing sophisticated cyber threats. Security breaches, data exfiltration, and insider threats have 

highlighted the vulnerability of conventional network defense mechanisms and underscored the 

need for a paradigm shift in cybersecurity strategies [2], [3]. In this context, Zero Trust Security (ZTS) 

has emerged as a critical framework to mitigate risks associated with the evolving threat landscape. 

The Zero Trust Security framework operates on the concept of “never trust, always verify” 

with an intense focus on stringent identity validation, least privilege, and constant monitoring 

irrespective of whether the user is inside or outside the network perimeter [4]. In contrast to 

traditional systems, ZTS presumes the presence of threats both inside and outside the network, and 

therefore does not assume any implicit trustworthiness of any entity trying to access the resources. 

Utilizing various technologies, including multi-factor authentication (MFA), micro-segmentation, 
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endpoint protection, and behavior analysis, the ZTS framework provides for granular access control 

and mitigation of attack surfaces [5], [6]. 

In the last ten years, the amount of scientific papers and business articles about Zero Trust 

Security has significantly increased since there is a strong interest in the concept behind the strategy, 

implementation, and results that can be obtained by using it. Different sides of ZTS have been 

investigated by researchers, from identity management, to policy enforcement, cloud computing 

security, and implementation within the enterprise security framework [7]–[9]. The implementation 

of Zero Trust Security has been especially important for organizations dealing with sensitive data 

because a breach of their security leads to serious financial and reputational damages. In turn, 

bibliometrics have become an effective approach to analyzing the development of research trends in 

this field. 

In addition, technology developments like artificial intelligence (AI) and machine learning 

(ML) have contributed to the transformation of Zero Trust architectures. By using AI-powered 

analytics of behavior, organizations can evaluate risk levels and access requirements in real-time 

considering context-aware data including device posture, behavior of users, and geographic location 

[10]. With the development of the use of artificial intelligence and Zero Trust models, there has been 

the emergence of predictive security approaches, proactive threat management, and automation of 

policies. Such developments demonstrate the relationship between technological development and 

strategic security planning. 

Even though there is an extensive amount of research on Zero Trust, the theoretical 

background and its practical application continue to be heterogeneous due to differing 

implementations and definitions of ZT in different articles [11], [12]. There are certain difficulties in 

the use of Zero Trust by organizations, such as complicated technologies, problems of 

interoperability, and organizational resistance to change. The methodology of bibliometric mapping 

is used in order to summarize scientific papers and analyze their key features as well as trends in 

authors' productivity, institutional impact, and collaboration. 

Although Zero Trust Security has garnered substantial attention in academic and industrial 

research, there remains a lack of comprehensive bibliometric analysis that systematically traces its 

evolution, identifies key contributors, and highlights emerging trends. Existing studies are 

predominantly descriptive or case-based, often focusing on technical implementation or sector-

specific applications without situating findings within a broader research network. This gap limits 

the ability of scholars and practitioners to understand the cumulative knowledge structure, thematic 

shifts, and influential studies that have shaped the ZTS domain. Consequently, a detailed 

bibliometric mapping is necessary to illuminate research trajectories, collaboration patterns, and 

areas requiring further investigation. This study aims to conduct a bibliometric mapping of Zero 

Trust Security research to examine its evolution over time, identify leading authors, institutions, and 

journals, and uncover emerging themes and trends in the literature. 

 

2. METHODS  

This research uses bibliometric methods for analyzing the evolution of the field of study 

called Zero Trust Security (ZTS). This technique helps to investigate the structure of scientific 

literature, including its citations, authorship, and collaboration network as well as to understand the 

evolution of research fields [13]. The aim of using such a method is to map the knowledge domain 

of Zero Trust Security, to determine key publications and to reveal emerging trends and thematic 

clusters in the area of research. 
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Data acquisition in the study was conducted using the Scopus database that is characterized 

by the wide range of coverage of peer-reviewed scientific literature and detailed citation data. A 

systematic approach to search was used, where the keywords of the Zero Trust Security concept 

such as "Zero Trust," "Zero Trust Architecture," "network security," and "cybersecurity framework" 

were applied. Search was restricted within the range from 2010 to 2026 as it covered the recent 

development of Zero Trust concepts. After that, duplicate entries and publications that were 

irrelevant to the research question were eliminated to prepare the dataset appropriate for 

quantitative and network analysis. 

Analysis and visualization of the research landscape was done using VOSviewer [14]. It is a 

special software designed for making and analyzing bibliometric networks. VOSviewer helps to 

create such kinds of networks as co-authorship, co-citations and co-occurrences, thus helping 

identify influential researchers, organizations, publications and thematic clusters. In our research we 

made an analysis of co-authorship networks that help us to explore collaboration patterns in our 

field, as well as we used co-citations and co-occurrences analysis to identify the intellectual structure 

of the field and the current trends in ZTS. 

 

3. RESULT AND DISCUSSION 

 
Figure 1. Network Visualization 

Source: Data Analysis Result, 2026 

 

Networks are used to show the intellectual structure and relations among frequently used 

keywords in the literature. The larger the node, the more frequent the keyword, and the line shows 

the relationship between keywords. There are three main clusters, namely, the red, green, and blue 

clusters, which correspond to different research directions of the Zero Trust Security field. Red 

cluster is one of the clusters indicating the cybersecurity intelligence and threat detection aspect of 

Zero Trust research. Red cluster has keywords like cybersecurity, computer crime, cyber attack, 

intrusion detection, deep learning, and machine learning among others. The close connection of Zero 

Trust with these keywords shows that Zero Trust approach is increasingly being linked to proactive 

methods of defense against cyber threats. Research in this cluster revolves around issues of 

monitoring, detecting anomalies, security mechanisms based on artificial intelligence, and adaptive 

protection against cyber threats. 
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The green cluster is an example of how Zero Trust has been applied to the field of cloud 

computing, trusted systems, and future networking technologies. Some of the key terms that have 

been identified in this cluster include cloud security, cloud computing architecture, trusted 

computing, edge computing, privacy preserving, and access control. This cluster represents how 

security models are shifting from perimeter based models to distributed security models. Cloud 

computing and edge computing have led to the increasing requirement for identity verification and 

least privilege access, which are the key elements of ZTA. 

The cluster in blue color refers to the basic security technologies required for the successful 

deployment of Zero Trust. Words like network security, authentication, cryptography, blockchain, 

public-key cryptography, and Internet of Things reveal that research on Zero Trust is intimately 

related to the basic tools used for ensuring security of communication and managing digital 

identities. It is therefore apparent from this cluster that for the successful adoption of Zero Trust, 

robust authentication processes, encryption techniques, decentralized security tools, and device 

protection are essential. 

According to the visualization, Zero Trust Security research has transitioned from the 

conventional approach of network security towards a more comprehensive cybersecurity ecosystem 

which is associated with the use of artificial intelligence, cloud computing, IoT and authentication 

technologies. Network security, cybersecurity, and zero trust form the core of the visualization as 

they connect the different domains of research. The future trends will most likely revolve around 

intelligent Zero Trust systems that integrate AI-powered threat detection and adaptive access control 

systems. 

 

3.1 Overlay Visualization 

 
Figure 2. Overlay Visualization 

Source: Data Analysis Result, 2026 

 

Figure 2 presents the development of research areas concerning Zero Trust Security in 

computer networks, where each color represents the average year when keyword articles were 

published. It is clear that network security, cyber security, and zero trust architecture are used as 

core terms linking several research areas together. As a result of high density and connections, it can 

be concluded that Zero Trust Security research has become a multidisciplinary area combining 
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traditional cybersecurity fundamentals with new technologies like cloud computing, artificial 

intelligence, blockchain, and privacy techniques. 

The previous research topics, indicated through darker shades of blue and purple colors, are 

related to security technology basics such as cryptography, authentication, computer firewall, 

network architecture, and zero trust basics. It can be concluded that these topics belong to the first 

period of development of Zero Trust Security because researchers were concerned about developing 

secure communication channels, identity verification and access control, as well as the principles of 

designing an architecture that would replace the perimeter security model. At this stage, the key 

words of blockchain, embedded systems, and cyber-attacks appeared. 

The new research trends, symbolized by shades of green to yellow, point to the trend 

towards intelligent and adaptive Zero Trust security. The use of emerging words such as machine 

learning, deep learning, federated learning, privacy-preserving, cloud security, cloud computing 

architecture, and intrusion detection system points to the current trend towards artificial 

intelligence-based cybersecurity and secure distributed systems. Based on this development, it can 

be expected that future Zero Trust Security research will be centered around the use of artificial 

intelligence, cloud-based security models, and privacy-preserving technologies to provide an 

adaptive defense strategy against threats. 

 

3.2 Citation Analysis 

Table 1. The Most Impactful Literatures 

Citations Authors and year Title 

195 [15] 
A Security Awareness and Protection System for 5G Smart 

Healthcare Based on Zero-Trust Architecture 

124 [16] 
A federated learning-based zero trust intrusion detection 

system for Internet of Things 

124 [17] 
Towards developing a secure medical image sharing system 

based on zero trust principles and blockchain technology 

102 [18] 
A Survey on Network Slicing Security: Attacks, Challenges, 

Solutions and Research Directions 

81 [19] Access Control Policy Enforcement for Zero-Trust-Networking 

79 [20] 
Pseudo trust: Zero-knowledge authentication in anonymous 

P2Ps 

73 [21] 
Enhanced intrusion detection and prevention system on cloud 

environment using hybrid classification and OTS generation 

61 [22] The design of a reliable reputation system 

58 [23] 
Blockchain-Enabled Intrusion Detection and Prevention System 

of APTs Within Zero Trust Architecture 

57 [9] 
A Review and Comparative Analysis of Relevant Approaches of 

Zero Trust Network Model 

Source: Scopus, 2026 

  

Table 1 illustrates some of the most cited literature within Zero Trust Security that has been 

the driving force behind the emergence of Zero Trust Security research as an academic field. For 

example, [15] paper, which was cited 195 times, proposed a security awareness and protection 

mechanism for the 5G smart healthcare using Zero Trust Architecture. Thus, one can see the 

significance of Zero Trust architecture and its potential to secure the vital digital infrastructure. On 

the other hand, [16] and [17], cited 124 times each, pay special attention to the modern approaches 

of federated learning intrusion detection in IoT environment and secure sharing of medical images 

in blockchain technology, respectively. Thus, one can conclude that the current Zero Trust research 

has gone far from conventional approaches to securing network infrastructure and moved towards 

more advanced security techniques, decentralization, and privacy protection. Finally, [19] research 

on access control policy enforcement and [20] paper on zero-knowledge authentication constitute 
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important contributions that set the stage for identity management and trust verification in Zero 

Trust framework. Furthermore, studies focusing on cloud intrusion detection, blockchain-based 

threat prevention, network slicing security, and comparative analyses of Zero Trust frameworks 

demonstrate the continuous evolution of the field toward adaptive, distributed, and AI-supported 

cybersecurity solutions. 

 

3.3 Density Visualization 

 
Figure 3. Density Visualization 
Source: Data Analysis Result, 2026 

 

The research emphasis and theme intensity for the domain of Zero Trust Security in 

computer networks is presented in Figure 3. Yellow zones denote the most research-intensive 

keywords with a high frequency of occurrence, while green and blue zones denote less concentrated 

themes. Network security turns out to be the hotspot with the highest concentration, which means 

it serves as the key research foundation for different studies in Zero Trust domain. Other 

concentrated themes are cyber security, trusted computing, authentication, and zero trust 

architecture. This suggests that current research mainly focuses on the development of secure 

identities and secure networks as alternatives to conventional security frameworks. This 

visualization also demonstrates several emerging areas of research linked to the major security 

themes such as machine learning, deep learning, federated learning, intrusion detection systems, 

cloud security, Internet of Things, and blockchain. All these themes occur in the less active but 

developing research areas, which shows that there is a shift towards developing smart, distributed, 

and adaptive approaches to Zero Trust. As for the occurrence of security techniques based on AI and 

privacy protection technologies, it suggests that future Zero Trust research will be focused on 

automating threat identification and dynamic access control. 
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3.4 Co-Authorship Analysis 

 
Figure 4. Author Visualization 

Source: Data Analysis Result, 2026 

  

Figure 4 presents the collaborative network of the leading scholars in the research area of 

Zero Trust Security and computer network security. In the network, there are some distinct author 

groups that can be seen in different colors. This means the author groups that are collaborating 

within their respective research areas. For example, in the red cluster on the left hand side, there are 

some authors like Xu Jie, Zheng Danyang, Xing Huanlai, Teng Fei, and Cao Xiaojun. It shows some 

internal collaboration patterns and indicates a compact research group that is working on the 

foundation and/or application part of Zero Trust related security. In addition, the blue cluster 

includes some authors such as Li Ying, Ren Jing, Wang Wei, and Shi Lei. This author group works 

as a bridge for the researchers in different research fields through collaborative links. It can be noted 

from the figure above that research on Zero Trust Security has fragmented but interrelated 

collaborations among authors. The lack of connectivity among clusters signifies that research is 

conducted in special groups rather than within an integrated collaboration network at the global 

level. But several authors like Li Ying and Shi Lei can be considered connecting researchers between 

clusters. 
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Figure 5. Institution Visualization 

Source: Data Analysis Result, 2026 

  

The relationships between various institutions participating in Zero Trust Security Research 

have been illustrated in Figure 5. It can be seen that collaboration in research is mainly limited to 

institutions and research groups based in the US, where Austin, TX, United States stands out as the 

main central node with the highest connectivity to other institutions. This clearly suggests that 

research institutions in Austin play a vital role as a collaborative node in the field. Other institutions 

and their locations, such as University of the Cumberlands, Dakota State University, Seattle, 

Chicago, and institutions based in California, constitute clusters that contribute to cybersecurity 

research.  

This visual also shows that collaboration within organizations is still fairly limited and 

geographically bound. Some small clusters are linked together via large hubs, which implies that the 

exchange of information takes place mainly through particular academic and research networks 

instead of any universal collaboration system across the globe. The dominance of institutions in the 

USA clearly proves the importance of American research circles for the development of the Zero 

Trust Security framework, especially when it comes to network security, cybersecurity models, and 

new security architecture designs. 
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Figure 6. Country Visualization 

Source: Data Analysis Result, 2026 

 

Figure 6 shows the international collaborative research in the subject of Zero Trust Security 

of computer networks. From the graph, it is seen that the research activity is spread in several regions 

and that the most active participants in this area are the United States, India, and China due to their 

node sizes and strengths. It can be observed that the United States is the collaboration center with 

strong connections to many countries like India, China, Germany, France, Australia, Japan, and 

Canada. The visualization also identifies a number of regional cooperation clusters. The red cluster 

includes the research cooperation networks of Europe which consist of nations like France, Italy, 

Spain, Germany, Austria, Greece, Ukraine, and Slovenia. The green and blue clusters include Asian 

and mixed regional cooperation networks wherein India and China serve as important research 

centers associated with nations like Indonesia, Malaysia, Pakistan, Japan, and South Africa. This 

clearly shows that the concept of Zero Trust Security has become a global area of research interest 

owing to cybersecurity threats and the need for network security. 

 

CONCLUSION  

Bibliometric analysis offers a holistic view of the evolution, intellectual structure, and trends 

in Zero Trust Security in Computer Networks. Findings show that Zero Trust has evolved from an 

access control approach to a full cybersecurity paradigm that combines network security, 

authentication, trusted computing, cloud security, artificial intelligence, blockchain, and IoT 

security. Keyword analysis shows that network security, cybersecurity, and Zero Trust Architecture 

are key themes of the research. In addition, recent researches pay much attention to intelligent 

security approaches, which include machine learning, deep learning, federated learning, and privacy 

preservation techniques. Citation analysis shows that key researches cover topics such as secure 

authentication, intrusion detection, blockchain security, and implementation of Zero Trust 

Architecture in novel fields like 5G healthcare, cloud computing, and IoT networks. Collaboration 

analyses show that research development in Zero Trust Architecture has been greatly driven by the 

most prominent countries like the USA, India, and China, but global institutional collaboration is 

quite narrow. In this context, it is evident that the Zero Trust Security is a growing field of study 

which is multi-disciplinary in nature due to the requirement of adaptive, identity-based, and 
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continuously monitored security systems. The future scope of study should include designing AI-

enabled Zero Trust security architecture, designing scalable security systems, and collaboration on 

a global level. 
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