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The development of digital technology and increasing global
uncertainty have prompted organizations to carry out a comprehensive
transformation in the risk management system, especially in the aspect
of human resources (HR). This study aims to examine how
organizations transform risk management HR in response to the
challenges of digitalization and the dynamics of an unstable global
environment. The approach used is qualitative descriptive with data
collection techniques through in-depth interviews, documentation
studies, and limited observation on several public and private sector
organizations that have implemented digital risk management
systems. The results of the study show that human resource
transformation in risk management includes three main aspects: (1)
digital competency development, especially in the use of risk
technology and data analysis; (2) restructuring the role and function of
human resources from administrative to strategic; and (3) the
formation of an organizational culture that is adaptive to risks and
uncertainties. These findings confirm that the success of modern risk
management systems depends not only on technological
sophistication, but also on the readiness and ability of human resources
to manage risk proactively and collaboratively. This research
recommends that organizations place HR transformation as a strategic
priority in strengthening risk management in the digital era, with a
holistic and sustainable approach.
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1. INTRODUCTION

The rapid development of digital
technology has brought significant changes in
various aspects of the organization, including
in risk management practices. In the digital
age, threats and risks are no longer
conventional, but increasingly complex,
dynamic, and multidimensional. New risks
such as  cyberattacks, technological
disruption, disinformation, and global market

volatility require organizations to have a
resilient, adaptive, and data-driven risk
management system. In this context, the
transformation of human resources (HR) in
risk management is a strategic need that
cannot be ignored. HR not only plays a role as
the implementer of risk policies, but also as a
key factor in detecting, responding, and
mitigating various forms of risks that arise in
the digital era [1].
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However, the main challenges faced
are the limitation of digital competence, the
lack of risk technology literacy, and the lack of
integration between HR strategies and
organizational risk management objectives.
Many organizations are still fixated on rigid
administrative approaches and have not
adopted a comprehensive risk-based mindset
across all levels of employees. Therefore, a
holistic approach is needed that includes
ongoing training, strengthening a risk-aware
culture, and the use of artificial intelligence
and predictive analytics technologies in the
decision-making process. HR transformation
must be directed at developing talents with
cross-disciplinary capabilities, who are able to
adapt quickly to changing environments and
have the ability to interpret risk data
strategically [2]. In addition, cross-functional
collaboration and  strengthening  risk
governance are an important foundation to
ensure that risk management strategies are
aligned with the overall direction of the
organization's digital transformation. In the
face of global pressures such as pandemics,
climate change, geopolitical instability, and
international regulatory dynamics,
organizations that successfully transform
their HR will have a greater competitive
advantage in managing uncertainty and
ensuring long-term sustainability [3].

HR  transformation in risk
management not only includes improving
technical and digital competencies, but also
includes role reformulation, organizational
structure redesign, and strengthening a risk
culture that is adaptive and responsive to
change. This transformation demands a
paradigm shift from a reactive approach to a
proactive approach, where HR is able to
anticipate risks before they become crises [4].
The role of HR is no longer limited to policy
execution, but expanded to become a strategic
partner in risk-based decision-making
processes, predictive analysis, and ongoing
crisis management. Therefore, this study aims
to examine in depth how organizations design
and implement HR transformation in risk
management functions in response to
technological pressures and increasing global
uncertainty [5].

The main focus of this research is on
structural adaptation strategies, identification
of new competency needs based on digital
and analytics, and strengthening the role of
human resources as a catalyst in building an
integrated, agile, and resilient risk
management system. This research will also
explore the mechanisms of continuous
training and development, the formation of
collaborative work ecosystems, and the role of
transformative leadership in supporting the
change process. Thus, this research is
expected to make a conceptual contribution in
building HR transformation models that are
relevant to the context of digital disruption,
while offering practical recommendations for
organizations to improve their resilience and
readiness in the face of the complexity of
future risks [6].

2. METHODS

This research uses a qualitative
approach with an exploratory descriptive
type. This approach was chosen because it is
in accordance with the research objectives that
want to deeply understand the process of
human resource (HR) transformation in the
context of risk management in the uncertain
digital era. With a qualitative approach,
researchers can explore organizational
dynamics contextually and in-depth,
including adaptation strategies, challenges,
and competency changes that occur in risk
management human resources. The research
was conducted on several public and private
sector organizations in Indonesia, which have
implemented a risk management system
based on digital technology. The research
subjects include stakeholders directly
involved in the planning and implementation
of risk management, including the Head of
the Risk Management Division, the Head of
HR, the Risk Analyst, the Chief Information
Technology Officer (CTO/CIO), as well as the
digital  transformation @ and  internal
compliance team. These informants are
selected purposively based on their strategic
role in the transformation process [7].

The data collection techniques used in
this study include semi-structured in-depth
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interviews, documentation studies, and
limited observations. The interview was
conducted to explore information about the
organization's strategy and experience in
transforming human resources in the field of
risk management. The documentation study
is carried out by examining relevant policy
documents, competency standards, and
regulations. Meanwhile, observations were
made on a limited basis on the
implementation of digital-based  risk
management, especially related to the use of
technology and human resource involvement.
Data analysis is carried out using thematic
analysis techniques, which include the stages
of data transcription, coding, category
grouping, and identification of main themes
that reflect the HR transformation process.
The findings were analyzed interpretively by
referring to risk management theory and
modern HR management theory. To maintain
the validity of the data, the researcher used
source triangulation, member check, and trail
audit techniques. Triangulation was carried
out by comparing data from various
informant sources and documents, while
member checks were carried out to re-validate
the results of interviews with informants.
Trail audits are used to systematically
document the entire research process as a
form of transparency and accountability.

3. RESULTS AND DISCUSSION

Based on the results of data collection
through in-depth interviews, internal
documentation  analysis, and limited
observation of several organizations that have
implemented digital-based risk management
systems, it was found that HR transformation
in this context does not occur linearly but
through a gradual and multidimensional
process. The transformation process is
centered on three main aspects that are
intertwined and form a comprehensive
ecosystem  of change, namely: (1)
Development of Risk HR Digital Competency,
(2) Restructuring of the Role and Function of
Risk Management HR, and (3) Adaptation of
Work Culture to Global Uncertainty. These
three aspects show that transformation is not

only about building technical capacity, but is
also closely related to a shift in paradigms,
mindsets, and organizational values in
dealing with risks in the digital era [8].

These  findings indicate  that
organizations that successfully build digital-
based risk management systems are not only
investing in technology, but also making
serious efforts in revitalizing the role of HR as
a key driver of change. The development of
digital competencies includes increasing risk
technology literacy, the use of analytical data,
and mastery of digital tools. Meanwhile, the
role restructuring emphasizes the importance
of cross-disciplinary integration and the use
of human resources as strategic partners, not
just technical implementers. On the other
hand, work culture adaptation reflects an
organization's awareness of the importance of
collective resilience and adaptability in the
face of growing global uncertainty. By
understanding these three dimensions in an
integrated manner, organizations can
strengthen institutional resilience and ensure
that risk management serves as a key element
in a long-term growth strategy amid a
disruptive business landscape [9].

3.1 Development of Digital Competency of
Risk HR

Most of the informants stated that the
main challenge in the transformation of risk
management HR is the low digital literacy
among risk staff, especially at the operational
level. A lack of understanding of cutting-edge
technology makes it difficult for staff to
identify, analyze, and respond to digital risks,
such as cyberattacks, data manipulation, or
cloud-based system disruptions. To answer
this challenge, organizations began designing
risk technology training programs that were
not only technical, but also strategic. This
program includes training in the use of risk
management information systems (RMIS),
mastery of the basics of data analytics and
predictive modeling, a comprehensive
understanding of cyber risk, as well as the
application of artificial intelligence (Al) and
machine learning in the process of early
detection, mapping, and risk mitigation in
real-time [10].
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For example, in one of the national
financial institutions, a structured phased
training program with a digital risk
certification scheme for risk analysts has been
implemented. This certification is not only an
instrument of competency validation, but also
a  prerequisite for promotion, thus
encouraging the motivation of continuous
capacity  building. In several other
organizations, training is conducted through
blended learning methods, collaborations
with risk technology startups, and scenario-
based simulations to hone the acumen of risk
analysis in complex situations. These efforts
to develop digital competencies cannot be
separated from the support of progressive
leadership and an organizational culture that
is open to innovation. By strengthening the
digital capacity of risk HR, organizations not
only improve responsiveness to digital
threats, but also build a foundation of risk
management that is modern, proactive, and
adaptive to the future risk landscape [11].

3.2 Restructuring the Role and Function of
Risk Management HR

The changes in the digital age have
forced organizations to not only adopt new
technologies, but also fundamentally reform
the work structure and role of HR in the risk
management function. Risk management
functions that were once administrative,
focusing on compliance, reporting, and
documentation, are now shifting to more
dynamic and strategic, with roles involving
data utilization, artificial intelligence, and
future risk-based decision-making.
Organizations are beginning to realize that
traditional siloed structures are no longer
effective in dealing with interconnected and
rapidly evolving digital risks [12].

In response, many organizations have
formed new work units in the form of digital
risk units or enterprise risk intelligence teams
consisting of cross-disciplinary human
resources. The team combines the
competencies of data analysts, cybersecurity
experts, financial risk analysts, and business
strategic planners who work collaboratively
to design a holistic and predictive risk
management framework. This collaboration
allows for the integration of insights from

multiple perspectives, so that decisions are
made not only based on historical risks, but
also projections and simulations of potential
risks that could disrupt the organization's
long-term goals [13].

Furthermore, the role of risk
management HR is no longer limited to
internal control or mitigation functions, but
rather develops into a strategic partner for top
management in formulating corporate
policies and strategies that are adaptive to
external dynamics. They are required to be
able to read global trends, analyze the impact
of international regulations, and integrate risk
into the company's innovation and digital
transformation processes. In addition, this
shift is also driving changes in job design,
performance evaluation systems, and risk HR
career paths, which are now geared towards
increasing strategic added value. With this
restructuring, = organizations not only
strengthen their resilience to threats, but also
position risk management as a driver of
competitive advantage in a disruptive digital
era [14].

3.3 Adapting Work Culture to Global
Uncertainty

HR transformation in risk
management is not only related to structural
and technological aspects, but also includes
the organizational culture dimension that is
the foundation in responding to global
uncertainty. The informant mentioned that
external turmoil such as global pandemics,
geopolitical tensions, economic fluctuations,
and the impact of climate change have tested
the organization's adaptive capacity as a
whole. In this context, resilience is no longer
understood simply as the ability to survive,
but as a dynamic competence to rise, adapt
quickly, and innovate in the face of
pressures. Therefore,
organizations are beginning to instill the
values of a work culture that is more open to
risk, flexible to change, and driven by a
collaborative spirit across units [15].

unexpected

The culture of reporting internal
incidents, which was previously often
considered a form of weakness, is now being
reformed into a practice that is valued as part
of the organization's learning process. The
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reporting system is supported by the
development of a data-based early warning
system that allows early identification of
potential operational and strategic
disruptions. In addition, the principle of risk
ownership began to be widely internalized,
where each work unit was given full
responsibility for identifying, managing, and
reporting risks within their respective scopes.
This not only reduces reliance on the risk
division as a single control center, but also
encourages accountability and risk awareness
collectively across the organization's levels.

Some progressive organizations have
even incorporated this risk culture dimension
into their performance appraisal and
leadership development systems, to ensure
that the values of preparedness and
uncertainty management are truly part of the
organization's DNA. Through this process,
the organization's work culture transforms
from reactive to proactive, from one that
rejects risks to one that manages risks as
strategic opportunities. Thus, adapting a
resilient and future-oriented work culture is
one of the main pillars in strengthening
effective risk management in an era of global
uncertainty. In general, the results of the
study show that the transformation of risk
management human resources in the digital
era not only requires mastery of technology,
but also changes in mindset, work structure,
and organizational values. Adaptive,
collaborative, and digital-ready skills are key
competencies sought in the recruitment and
career development of high-risk HR today
[16].
DISCUSSION

The results of the study show that the
transformation of human resources in risk
management in the digital era is not just a
technical problem or the adoption of digital
tools, but a comprehensive change that
touches on aspects of individual
competencies, organizational structure, and
collective work culture. This transformation
emerged as a strategic response to two main
pressures that simultaneously shape the
modern organizational landscape, namely the
acceleration of digital technological advances
and the increasing level of global uncertainty

due to multidimensional disruptions such as
pandemics, climate crises, geopolitical
turmoil, and international regulatory
dynamics. These changes require
organizations to not only update systems and
work tools, but also build internal capacity
that is able to adapt sustainably to rapid and
unpredictable environmental changes [17].

First, in terms of digital competency
development, these findings are in line with
the Human Capital Theory framework which
emphasizes the importance of continuous
investment in human knowledge, skills, and
cognitive abilities as the main assets that
determine organizational productivity and
competitiveness. The mneed for human
resources who not only understand the
principles of risk management, but are also
proficient in risk information systems (RMIS),
big data analytics, artificial intelligence (AI),
and are able to understand the potential for
cyber threats and disruptive technologies, is
becoming increasingly crucial. Traditional
administrative compliance-based
competencies are now seen as inadequate in
the context of rapidly changing and non-
linear digital risks. Therefore, organizations
are encouraged to reskilling and upskilling
systematically, especially for risk positions
that were previously not in direct contact with
digital technology [18].

This step is also in line with
international guidelines such as ISO 31000,
which emphasizes that competence and risk
awareness must be thoroughly instilled across
the organization's lines, and be an integral
part of an effective risk management system.
In other words, HR transformation is not just
about answering momentary needs, but is a
long-term strategy to create an organizational
ecosystem that is intelligent, adaptive, and
resilient to face the complexity of risks in the
digital era.

Second, the change in the role and
function of risk HR reflects a fundamental
shift from a reactive, administrative, and
compliance-focused  risk
approach, to a more strategic, proactive, and
value-added approach. Within the framework
of Enterprise Risk Management (ERM), risk
management is no longer positioned as a

management
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peripheral function that merely carries out
supervision, but as a core element directly
involved in the process of formulating and
executing an organization's strategy. The
research findings show that progressive
organizations have begun to integrate risk
management into the strategic planning cycle,
using it as a mechanism to identify growth
opportunities, estimate the impact of
disruptions, and improve business resilience
in the long term [19].

These changes are driven by the need
to respond to an increasingly uncertain
external environment, where risks arise at a
rapid pace and are often cross-sectoral. In this
context, risk HR is no longer enough to be just
a compliance officer, but is required to be a
strategic enabler who can utilize predictive
technology, scenario planning, and risk
intelligence to provide data-driven input in
decision-making at the managerial and
executive levels. In some organizations, cross-
functional forums have been established that
bring together risk analysts with strategic
planners, finance departments, and
innovation units to jointly design business
strategies that are responsive to the dynamics
of future risks [20].

Thus, the transformation of the role of
human resources risks moving from a mere
controller to a position as a co-creator of
organizational value. They not only prevent
losses or failures, but also contribute to the
creation of a competitive advantage through
innovative, integrated, and long-term insight-
based risk management. This change also
requires organizations to adjust the incentive
structure, career path, and performance
appraisal system for at-risk HR, to align with
their new role as a proactive strategic partner
in shaping the direction and future of the
organization [21].

Third, the adaptation of work culture
to global uncertainty shows the importance of
building a culture of organizational resilience.
Within  the framework of adaptive
organizational theory, a culture that is open to
risk and change is essential to creating a risk
management system that focuses not only on
control, but also on learning and innovation.
The implementation of an open incident

reporting system, early warning system, and
the instillation of risk ownership principles
are indications that organizations are not only
relying on technology, but also forming risk-
aware collective behavior. This is important,
considering that no matter how sophisticated
technology is, it will not be effective without
the support of human resources who have
awareness and responsibility for risks [22].

Overall, this discussion emphasizes
that the success of risk management
transformation is highly dependent on the
readiness and capabilities of human
resources. Organizations that are able to
adapt are those that not only rely on
technology, but are also able to prepare
human resources holistically, both in terms of
competencies, mindsets, and agile and
collaborative work structures. Therefore, the
HR transformation approach cannot be done
partially, but must be part of the
organization's long-term strategy in facing the
era of global disruption and uncertainty.

4. CONCLUSION

This research shows that the
transformation of human resources (HR) in
risk management in the digital era is a key
aspect that determines the resilience and
adaptability of organizations in the face of
technological ~ disruption and  global
uncertainty. This transformation not only
includes strengthening digital competencies,
but also involves restructuring roles,
developing a strategic mindset, and
establishing a risk-aware organizational
culture. First, the development of digital
competencies is the main foundation in
dealing with the complexity of modern risks,
especially those related to technologies such
as cyberattacks, big data, and artificial
intelligence. Second, the shift in the role of HR
from administrative functions to strategic
partners in risk decision-making shows that
risk management is now cross-functional and
integrated with business direction. Third, an
adaptive and responsive work culture is an
important element in strengthening the
overall risk management system, especially
through the active involvement of all
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organizational lines and the application of
risk ownership principles. Thus, the success of
risk management HR transformation is highly
dependent on the organization's ability to
build an ecosystem of continuous learning,
cross-division collaboration, and the wise

application of technology. This research
recommends that organizations not only
focus on technology adoption, but also place
human resource development as a strategic
priority in building a resilient, proactive, and

future-oriented risk management system.
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